	
	
	



Duo and Two-Factor Authentication Speaking Points

Introduction

Two-factor authentication (also called 2FA) makes personal information more secure, especially since it is easier than ever for hackers to access personal accounts. 2FA is accomplished by linking your account to a mobile phone, your fingerprint, another account, or something else you own. BYU’s Duo is a type of two-factor authentication that adds security to your BYU account. With Duo, you have the option to call or send a Duo push notification to your phone, or you can receive several passcodes to write down and use once each.

Related Infosec.byu.edu page(s): Two-Factor Authentication

Objectives

· Learn about two-factor authentication and Duo
· Understand how it can increase security
· Learn where two-factor authentication is available and how to use it

Speaking Points

1. How does two-factor authentication work?
a. It works by linking something you know (your password) with something you own (your mobile device). 
i. Other types of authentication, such as the ones used by iPhones, work by linking something you know (your password) with something about you (your thumbprint or your face).
b. Duo links your login information with things you own, such as the Duo mobile app on your mobile device, your phone number, or passcodes you’ve written down.
c. Once you have set up two-factor authentication with an account, you’ll be prompted to access it each time you enter the account’s login information.
i. For example, if you have installed the Duo authenticator app and you log in to your BYU account, it will give you three choices to authenticate: 1) send a Duo Push from the Duo app, 2) answer a phone call and press any key, or 3) enter previously saved passcodes.
ii. Many 2FAs, such as Duo, give an option to remember the device authentication for a period so you don’t have to perform that extra step every time you log into an account.

2. What are the benefits of two-factor authentication?
a. Two-factor authentication increases your account’s security because it makes it harder for hackers to access your account.
b. Increased security is important since compromised passwords are related to 65–95% of data breaches.[footnoteRef:1] [1:  https://duo.byu.edu/faq] 

i. [bookmark: _GoBack]A StaySafeOnline article[footnoteRef:2] states, “A static string of letters, numbers and symbols — no matter how complex or how often its changed — is one of the weakest (and easily forgotten) forms of account protection for hackers to bypass.” [2:  https://staysafeonline.org/blog/two-factor-authentication-why-its-necessary-in-todays-digital-world/] 

ii. At the same time, only 36% of Internet users use two-factor authentication,[footnoteRef:3] so most people are leaving their accounts exposed. [3:  https://staysafeonline.org/blog/two-factor-authentication-why-its-necessary-in-todays-digital-world/] 

c. But even if your password is stolen, you can keep your account secure when you use two-factor authentication.

3. Where and how can you use two-factor authentication?
a. Two-factor authentication is widely available, and many websites frequently notify their users and encourage them to set it up.
i. Some websites that have their own two-factor authentication:[footnoteRef:4] [4:  https://www.pcmag.com/how-to/two-factor-authentication-who-has-it-and-how-to-set-it-up] 
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2. Google
3. Facebook
4. Instagram
5. WhatsApp
6. Twitter
7. Apple
8. Microsoft
9. Amazon
10. Yahoo
11. LinkedIn
12. Reddit
13. Pinterest
14. Slack
15. Dropbox
16. Evernote
17. Venmo
18. PayPal
19. IFTTT
20. LastPass
21. Dashlane
22. WordPress
23. Square
	
	
	



b. 
	
	
	



c. There are several forms of two-factor authentication, such as SMS text messages, authenticator apps, and security keys.
i. SMS text messages are the most common 2FA you’ll find. For example, if you log into your Gmail account on a new device, you’ll be sent a text message with a code to enter so the device can be verified.
ii. An authenticator app is installed on your mobile device and displays passcodes for you to use when you try to log into an account it connects with. Duo is an example of an authenticator app.
iii. A security key, which looks similar to a USB device, protects your account information the best. You can buy a security key, such as YubiKey, and connect it to many different accounts. Once you try to log in to those accounts, you simply need to touch your security key to your mobile device or insert it into your computer and tap it.

Call to Action
 
Use two-factor authentication on every important account possible (especially accounts that store your bank or credit card information, social security number, etc.).
 
Internal/External Links

Go to Two Factor Auth to find more websites that support 2FA.

Learn how to install many popular websites’ two-factor authentication in this article. 

Read more about the need for two-factor authentication here.


	
	
	



