Wi-Fi Speaking Points

Introduction

Gone are the days where devices need to be physically connected. Wi-Fi offers a convenient way for you to connect your device to a network, but also offers new ways for attackers to steal your data. If you’re not careful, you might fall prey to a hacker’s well-laid trap.

Related Infosec.byu.edu pages: Wi-Fi, Internet Safety

Objectives

· Identify the differences between secure and unsecure networks
· Learn how to use an unsecure network safely
· Learn how to set up a secure Wi-Fi network
· Learn how to connect to BYU’s two Wi-Fi networks

Speaking Points

1. What’s the difference between a secure and an unsecure network?
a. Data sent between a device and a Wi-Fi point on a secure network is encrypted. Hackers or anyone monitoring this network who tries to look at this data will not be able to understand what it means. 
b. Data sent between a device and a Wi-Fi point on an unsecure network is not encrypted, even on networks that require a password. Anyone monitoring traffic on this network will see your data in plaintext.
 
2. How can I use an unsecure network safely?
a. Only enter sensitive data on websites that are secure (HTTPS). Anyone monitoring your activity will only be able to see the domain of the URL you are visiting. They won’t be able to see what pages you visit or what information you enter.
b. Use a VPN (Virtual Private Network). A VPN will encrypt your data, so anyone monitoring the traffic on the network won’t even be able to see what sites you’re visiting as well as any information entered on the site.

3. How can I set up a secure Wi-Fi network?
a. Enable a secure and password-protected Wi-Fi.
b. WPA2 is currently the most secure Wi-Fi security option.
c. Change the router’s default administrator password.
d. Update software regularly.
e. Set up a firewall on the router and all network devices.
f. Regularly run malware and virus scans on devices
g. Remove software you don’t need or that looks suspicious.

4. How do I connect to BYU’s networks?
a. The network named “BYU Wi-Fi” is an unsecure network.
b. The network named “Eduroam” is a secure network. To connect to this network, your username is yourNetID@byu.edu. Your password is the same as your Net ID password.

Call to Action
 
What can you do?
a. Set up a password for your network.
b. Set up a firewall on your router.
c. Switch to a secure network if you’re on an unsecure network.
d. Set up a VPN.
 
internal/external links

Basic VPN information:
https://us.norton.com/internetsecurity-privacy-safe-vpn.html

Basic encryption information:
https://us.norton.com/internetsecurity-privacy-what-is-encryption.html
