Social Media

Introduction

The sheer amount of personal information we upload to social media sites make them an easy target for hackers. Therefore, it is important to adjust your security settings and follow a few tips to stay safe on social media.

Related Infosec.byu.edu pages: Social Media

Objectives

· Gain best practices for safe social media use
· Understand the types of content that shouldn’t be shared

Speaking Points

1. What are some social media best practices?
a. Use different passwords for your various social media accounts.
b. Log out to minimize risk if someone else gains access to your device.
c. Consider who is going to be viewing the content you post.
d. Adjust your privacy settings.
e. Know who you are connecting with.
i. If a friend sends you a message that doesn’t sound like them, it could be an impersonator.
f. Don’t click on links that aren’t trustworthy.
i. If it’s too good to be true, don’t click the link.
ii. If the URL is shortened using services like Bitly, use caution.
g. Avoid third-party applications that seem untrustworthy, including games, apps, and social media managers that have access to your account. Limit the amount of information your third-party applications can access.

2. What types of content should I avoid sharing?
a. Updates about your vacation when you are away from home.
b. Anything that can be used to impersonate you such as your driver’s license, ID, passport, and even your birthday.
c. Content you wouldn’t want a future employer to see.
d. Information about a friend that they don’t want to be shared.


Call to Action
 
Check your social media privacy settings and review your posts to remove personal information.

INTERNAL/EXTERNAL LINKS

Learn more here about how to protect yourself on social media.

Check out Stay Safe Online for more social media safety tips.

