Phishing

Introduction

Phishing is a trick used by scammers and hackers to steal your confidential information through fraudulent emails or fake websites. Phishers can steal your identity, infect your devices with malware, or even compromise the university. These bad actors often pose as legitimate organizations, which makes it important for you to recognize when something isn’t credible.

Related Infosec.byu.edu pages: Phishing

Objectives

· Learn to detect a phishing email
· Protect against phishing

Speaking Points

Protecting yourself from phishing attacks becomes easier once you can recognize fraudulent emails and websites.

1. How do I recognize malicious emails and fake websites?
a. The email looks different than you would expect an email from that company to look.
i. [bookmark: _GoBack]The email address doesn’t look genuine.
ii. The style of the email seems different from what the company usually sends.
iii. The email is poorly written.
b. The email urges you to act quickly.
c. There is a suspicious attachment in an email you weren’t expecting.
d. The email asks for personal information or for you to confirm personal information.
e. The website URL is misspelled.

2. How do I protect myself from phishing attacks?
a. Hover over links to see where they go before clicking.
i. The URL will appear in the bottom left corner of the screen on most browsers.
b. Don’t open attachments unless you know what they contain.
i. Scan attachments with antivirus software before opening.
c. Make sure the email address matches the organization.
d. Never share personal information through email.
e. Make sure the website is secured before sharing personal information.
i. If the website is secure, then the URL will start with “https”.
f. Use two-factor authentication.
g. Check the Phish Bowl for current phishing emails reported at BYU.

Call to Action
 
Employees should report suspicious emails to phishing@byu.edu.

INTERNAL/EXTERNAL LINKS

Read more here about identifying a phishing email.
