Passwords Speaking Points

Introduction

Passwords are everywhere. Everyone has a password, if not six or seven. According to Google, 250,000 web logins are compromised every week. Tracesecurity says 81% of company data breaches are due to poor passwords. Is your password the weak link that will allow a nefarious character to steal your organization’s data? Let’s find out.

Related Infosec.byu.edu pages: Passwords, Two-Factor Authentication, Device Protection

Objectives

· Define the characteristics of a bad password
· Define the characteristics of a good password
· Learn how to protect your existing passwords

Speaking Points

1. What makes a bad password?
a. It’s easy for humans or computers to guess. Examples include birthdays, people’s names, personal information such as phone numbers, dictionary words, words or phrases from films, or dictionary words with simple algorithms, like a backwards word or two words with a punctuation character in between.

b. It’s too hard to remember. Try remembering “xc5$#ds775DSQQfdsfh(s2DSFdfs” as your password. If a password is so hard to remember that you need to write it down on a sticky note and put it on your monitor, it’s worthless.

2. What makes a good password?
a. It’s too hard for humans or computers to guess. For example, according to random-ize.com, a password made up of nine random characters will take approximately 6 years and 5 months to crack with brute force. If we add 2 more random characters to that same password, it will take about 57,337 years and 10 months to crack.

b. It’s easy for you to remember. You can make a complex password that is easy for you to remember. For example, take a nonsense sentence such as “Eight Sallys with six legs fly to Quebec for three weeks.” Using numbers and the first letter of each word, we get “8Sw6lftQf3w”. This particular password will take about 589 years and 3 months to crack.

c. Use deliberate misspellings, mispronunciations, or invented words. For example, if your password has the word “telephone” in it, you could change it, so it’s spelled “tehluhffon.” 

d. Use a passphrase. This will allow you to easily remember a longer password. For example, use a memory as a starting point. Remember when your dad slipped on a banana peel and dropped his soup? Your passphrase could be “dadslippedonabananaanddroppedhissoup.” According to howsecureismypassword.net, this passphrase would take 1 nonillion years to crack.

3. How can I protect my passwords?
a. Never share your passwords with others. 
b. Never let others watch you type your password. 
c. Log out of systems when you are finished using them. 
d. Change your password regularly. 
e. Don’t reuse old passwords. 
f. Avoid writing passwords on paper; it can be lost, forgotten, or stolen.
g. Use a password manager to automatically generate good passwords and store them.
h. Don’t use untrusted computers. The computer may be recording everything you type.

Remember, good passwords can become bad passwords if any of the above steps are compromised.

Call to Action
 
What can you do?
a. Update your passwords.
b. Install and use a password manager.
 
Internal/external links

25 worst passwords of 2019:
https://www.popularmechanics.com/technology/apps/a30283684/worst-passwords/

Password strength meter:
https://www.my1login.com/resources/password-strength-test/

Additional information:
https://it.ucsf.edu/policies/bad-passwords
https://it.ucsf.edu/policies/choose-right-password


