Internet Safety Speaking Points

Introduction

Learning about Internet safety will help you establish safe habits to guard your personal information from online threats and computer viruses.

The safety in the following speaking points focuses on information safety rather than personal safety (e.g., cyberbullying, catfishing, etc.).
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Objectives

· Learn what dangers exist online
· Discover how to avoid these dangers
· Understand how to handle safety breaches

Speaking Points

1. What sort of threats are at risk when working online?
a. Your safety can be compromised online when you are using email, shopping, downloading from disreputable sources, or simply browsing.
i. Using email—Email is the place where 91% of cybercrime takes place.[footnoteRef:1] [1:  https://www.csoonline.com/article/3241727/7-mobile-security-threats-you-should-take-seriously-in-2019.html] 

ii. Shopping online—Many scammers act like sellers so they can trick people into entering personal information for a product they’ll never receive.
iii. Downloading from disreputable sources—Clicking on downloads or attachments in emails or on websites that are unfamiliar can introduce a virus to your computer.
iv. Browsing online—Viruses can be introduced to your computer if you go to an unsafe website. Many viruses can steal your personal information.

2. How can you increase your online safety?
a. There are ways to keep your personal information and data safe if you take some extra time to add security.
i. Increase safety when using email by
1. Deleting suspicious emails from unknown users.
2. Not clicking on links, downloads, or attachments from unknown users.
3. Being aware of typical emails scams—a lot of malicious emails will urge readers to act quickly.
4. Reporting phishing or scamming attempts to abuse@byu.edu or phishing@byu.edu.
5. Enabling filters on your email or Internet service provider (ISP).
ii. Increase safety when online shopping by 
1. Checking the customer reviews for the website/seller to make sure they are recent and positive.
2. Looking at the URL to see if there’s an s after “http” that makes the website secure.
3. Using credit cards where possible; they’re the safest option.
4. Being aware of the information you’re sharing.
5. Designating separate credit card(s) for online shopping.
iii. Increase safety when downloading by
1. Only clicking on downloads when you are positive they are legitimate.
iv. Increase safety when browsing online by
1. Avoiding unfamiliar websites or ones that look suspicious.
2. Checking the URL of websites to see if they are secure (HTTPS) and that they make sense (no spelling errors, etc.).

3. What should you do if you’re exposed to an online danger?
a. If you’ve had personal information stolen:
i. Contact your bank to cancel cards or close accounts.
ii. Check your financial accounts often to verify all charges (including BYU’s My Financial Center).
iii. Report the incident to the website you used, the police department, and/or Internet safety organizations.
b. If a virus has been introduced to your computer:
i. Disconnect from the Internet.
ii. Follow these steps to clean your computer and make it safer.

Call to Action
 
Double-check what is being saved on your browsers and make your accounts more secure.
 
Internal/External Links

Follow these additional Stay Safe Online tips.

Learn more about detecting computer viruses.
