Device Protection Speaking Points

Introduction

We are constantly carrying around devices that contain our most important personal information, making it easier for that information to fall into someone else’s hands. Therefore, it is crucial to make sure we’re taking preventative steps to secure the data on our smart phones, tablets, or laptops.

Related Infosec.byu.edu page(s): Device Protection

Objectives

· Understand the importance of protecting your device
· Learn how to keep your devices secure from thieves
· Learn how to avoid online theft from viruses and malware

Speaking Points

1. Why is it important to protect your devices?
a. Your device has a lot of personal information stored on it that could be harmful if stolen, and there are a lot of methods hackers use to get that information.
b. Threats to Your Device and Personal Information:
i. Data breaches from theft
1. Misplacing our devices or leaving them out in the open in a public setting lead to most causes of theft.[footnoteRef:1] That means we are the biggest threat to our devices. We can protect our devices from most theft by being more aware of our surroundings and not leaving our devices unattended. [1:  https://preyproject.com/uploads/2019/02/Mobile-Theft-Loss-Report-2018.pdf] 

ii. Viruses introduced from unsafe websites, apps, or networks 
1. Hackers can target your mobile device through malicious apps on both Apple and Android stores.[footnoteRef:2] Even though most of these apps are blocked, some can sneak through. [2:  https://www.safetydetectives.com/blog/malware-statistics/] 

2. 70% of 4,000 organizations surveyed aren’t prepared for home or business network security breaches.[footnoteRef:3] [3:  https://www.safetydetectives.com/blog/malware-statistics/] 


2. How can you keep all your devices safe from theft?
a. Lock them with a secure password.
b. Take your devices with you when possible.
c. Store them in a safe place (never leave them in your car).

3. How can you prevent viruses and malware on your devices?
a. Protect all types of devices by
i. Connecting only to trusted or secure Wi-Fi:
1. [bookmark: _GoBack]Public Wi-Fi is used by 54% of Internet users while they are performing actions involving personal information.[footnoteRef:4] [4:  https://www.pewresearch.org/fact-tank/2017/03/15/many-smartphone-owners-dont-take-steps-to-secure-their-devices/] 

ii. Checking the URL of the websites you use to make sure they include an s after http.
iii. Setting up anti-virus software and scanning apps and systems regularly.
b. Keep your home network safe by
i. Updating your security software, web browsers, and operating systems regularly.
ii. Scanning any external devices you plug into your computer with security software.
iii. Protecting your wireless router with a firewall, guest passphrases, and more.
c. Keep your mobile devices safe by
i. Updating them regularly.
ii. Deleting unused apps that have asked for personal information.
iii. Backing up important data.
iv. Thinking carefully through potential dangers when entering personal information (e.g., What Wi-Fi am I connected to?, Is the app reliable?, etc.).
v. Ignoring unknown text messages, calls, and voicemails.
vi. Avoiding SMiShing (clicking on links in texts or calling unknown numbers that have texted you asking you to call them).[footnoteRef:5] [5:  https://www.enterprisemobilityexchange.com/eme-security/articles/mobile-security-threats-2019] 


Call to Action
 
Set up anti-virus software on all your devices.

Internal/External Links

Learn more tips about protecting your device on StaySafeOnline. 
	
This article gives you more information about mobile device data loss/breaches.

Read here about the potential dangers of using a mobile device.
