Backing Up Data

Introduction

It is important to back up your data to avoid losing important files if something goes wrong. There are two locations where you can back up your data—on the Cloud or on local storage.

Related infosec.byu.edu pages: Backing Up Your Data

Objectives

· Understand why it is important to back up data
· Identify the differences between Cloud and local storage
· Know what types of data to save
· Determine what formats data should be saved in

Speaking Points

Protecting your data is a necessary, preventative measure. There are multiple ways to back up your files.

1. Why is it important to back up your data?
a. Physical damage, such as water damage from broken pipes, can ruin your computer and the data it stores.
b. Malware like ransomware can encrypt your files, preventing you from accessing them.

2. What types of data should I save?
a. Safely store any emails, apps, documents, photos, and videos that you will want to access in the future.
b. Facebook and Twitter even let users request a compressed, HTML-formatted snapshot of their timeline.

3. What is Cloud Storage?
a. Services like Google Drive and Dropbox provide Cloud Storage.
b. Pay with a subscription.
c. Internet is needed to function.
d. Storage is available and upgradable on multiple devices.
e. Data can be shared.
f. Data can be hacked.


4. What is local storage?
a. External hard drives such as USB sticks and DVDs store your data.
b. Storage device is available with a one-time purchase.
c. Device is portable and not dependent on an Internet connection.
d. Data can be transferred quickly with new connections.
e. Device can break or be stolen and has limited space.
f. Memory has shorter lifespan with a physical storage device.

5. What formats should I save my data in?
a. Save data in formats that will be readable in the future. Avoid proprietary formats like Photoshop and Microsoft Office.
b. Save to Open Document, Open XML, and PDF.
c. Images should be saved in RAW, TIFF, PNG, or JPEG.
d. Audio should be in the highest uncompressed WAV or AIFF possible.
e. Video should be saved in lossless MPEG-2.

Call to Action
 
Regularly back up important work files, personal photos, and other media types to multiple locations. Make copies of your data and convert media out of proprietary formats.

[bookmark: _Hlk42604008]INTERNAL/EXTERNAL LINKS

Learn more here about how to help your data withstand the test of time.

Read here for more information about the different ways to back up data.

These instructions will help you back up and restore your PC.

Back up and restore your Mac with these steps.
