Anti-Virus Speaking Points

Introduction

Malware is a threat to both individuals and institutions. According to USA Today, in the months of April, May, and June of 2018, 765 million people were affected by data breaches and cyberattacks resulting in losses surpassing tens of millions of dollars. We will learn how we can do our part to protect ourselves and our university.

Related Infosec.byu.edu pages: Virus and Malware Protection, Backing Up Your Data

Objectives

· Define what malware is and its different forms.
· Learn what can happen if your computer system is infected
· Learn how to avoid malware
· Identify the signs of infection

Speaking Points

1. What is malware and what can it do?
Malware, short for malicious software, refers to software made to damage or perform unwanted actions on a computer system1. This includes, but is not limited to, spyware, trojan horses, worms, viruses, and ransomware.

· Spyware
Spyware can download itself onto your device without your permission, usually when you visit an unsafe website or through an attachment. Spyware can make your computer do things you don’t want it to do, like open an advertisement. It can also track your online activity and steal your passwords to compromise your accounts.

· Trojan Horses
Trojan horses are a type of malware that are usually disguised as legitimate software. Victims are typically tricked by using some form of social engineering into loading and executing Trojans on their systems. They cannot replicate or execute them themselves. They are commonly used to steal personal information, give hackers a backdoor into the system, or ransoming your computer system for money.

· Worms
A worm can be transmitted through vulnerabilities or attachments in emails or instant messages. Once the worm is installed, the worm silently goes to work infecting the computer system. Worms can make copies of themselves to deplete system resources, like hard drive space or bandwidth. Worms can steal data or allow an attacker to access your computer system.

· Viruses
A virus is a type of program or malicious code made to change the way a computer operates by attaching or inserting itself into a legitimate program or document. In doing so, it can corrupt or destroy data. Once a virus has made its way into a computer system, it lies dormant until the computer system runs the infected program. The virus can steal passwords, data, log keystrokes, or spam email contacts, or it can take over your computer. The virus can spread to other computers through attachments, links, or internet file downloads.

· Ransomware
Ransomware is a type of malicious software that will lock and encrypt a victim’s computer data, then demand a ransom to restore access. Ransomware will hold your files hostage, blocking you from accessing your photos, documents, and other information until the ransom is paid. There is no guarantee that your access will be restored upon payment.

2. How can I avoid it?
a. Use a trusted security suite that offers more than just antivirus features.
b. Keep security software updated.2
c. Keep the operating system updated.
d. Don’t open suspicious attachments.
e. Scan email attachments.
f. Don’t click on suspicious links.
g. Don’t visit unsafe websites.
h. Scan downloaded files.
i. Don’t click on pop-up advertisements.
j. Don’t plug a suspicious external device, like a USB, into your computer.3

3. You might be infected if you have
a. Unusually slow computer performance.
b. Frequent crashes.
c. Frequent pop-up windows.
d. Changes to your homepage.
e. Unknown programs that start up.
f. Unusual activities like password changes.
g. Rapid loss of free space on the hard drive.
h. New or missing files.
i. Mass emails being sent from your account.
j. Files or computer locked when they shouldn’t be.
k. Alerts for issues that can be resolved by paying money.


Call to Action
 
What can you do?
a. Run a scan on your computer system if you haven’t done so recently.
b. Install your organization’s trusted anti-virus software if you haven’t already.
c. Check your hard drive for suspicious changes.
d. Back up important work, photos, and other data.

 
3https://www.consumer.ftc.gov/articles/0009-computer-security 

 
INTERNAL/EXTERNAL LINKS

Learn more about different types of malware and botnets here.

Information about the Keep a Clean Machine Campaign.

Read what the FTC has to say about computer security.
