
PROTECT
YOUR

YOUR PROFILES
Your personal brand shouldn’t 
compromise your identity. Limit what you 
share on social media and don’t grant 
third-party apps access to your profile.

YOUR DEVICES
Make sure your devices’ software is 
always up to date, and be very careful 
when using public WiFi.

YOUR PASSWORD
Use long passwords. Make sure each of 
your accounts has a unique password. 
Use a 2-factor system, such as Duo, 
whenever possible.

YOUR CLOUD
Back up important files to a secure, 
encrypted cloud service like OneDrive, 
Google Docs, or Box.

YOUR EMAIL
Be vigilant for phishing attempts. Never 
give out your sensitive information or 
passwords, and don’t click on links in 
suspicious emails. Forward phishing 
emails to abuse@byu.edu

YOUR FINANCES
Only do your online shopping on secure 
sites and secure networks (not public 
ones). Look for “https” in the address 
bar. 
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